
Insightix NAC Features 

> Real-Time Device Detection – 

provides complete and real-time 

contextual network knowledge about 

the state of the devices on the 

network. 

> Network-wide Policy Enforcement 

– performs policy checks on all 

devices, not just Windows-based 

machines.  

> Unique Blocking and Quarantine 

Techniques – unauthorized devices 

are not granted access to any portion 

of the network. Quarantined devices 

are shielded from other network and 

quarantined devices without relying on 

switch integration. 

Insightix NAC Benefits 

> Easy & Fast Implementation – is 

completely agentless and can be rolled 

out in a matter of hours without any 

extensive deployment efforts. 

> Full Network Coverage – applies 

network access controls to all devices 

on the network. 

> Low Total Cost-of-Ownership – 

there is no need to implement 

specialized hardware or replace 

existing network equipment. 

Network access control (NAC) has created high expectations across 

the IT security industry. Numerous approaches for the deployment 

of NAC have been initiated, including various attempts at the 

standardization of technologies and architectures. At the same time, 

many vendors are trying to gain exposure by jumping on the NAC 

bandwagon with products that appear to provide NAC-like features. 

The currently available approaches to NAC are still expensive 

propositions that require network re-architecture and are based on 

a complex set of bypassable technologies.  

Insightix NAC – Stateful Network Access Control 

Insightix NAC delivers stateful network access control, ensuring that 

only authorized and compliant devices are allowed to access and 

operate on the enterprise network.  

Insightix NAC utilizes agentless Stateful Network Detection 

technology to maintain complete contextual information about the 

state of the entire network along with unique blocking and 

quarantine techniques that remove any dependencies on switches.  

Insightix NAC simplifies the rollout of network access controls. 

Insightix NAC is agentless and does not require network changes, 

specialized software or hardware or extended deployment efforts. 

Real-Time Device Detection 
Insightix NAC leverages Insightix’s powerful Stateful Network 

Detection technology to maintain complete, accurate and real-time 

contextual knowledge about the state of the devices on the 

enterprise LAN. Insightix’s Stateful Network Detection technology 

automates the real-time identification, profiling (capabilities and 

properties) and location of all of the devices residing on the 

enterprise network. 

Based on the wealth of contextual IT infrastructure information 

gathered, Insightix NAC enables IT professionals to easily baseline 

their networks and authorize the devices that are permitted to 

access and operate on their networks. 
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Once activated, Insightix NAC performs real-time device detection 

and authorization enforcement. Any device not authorized to operate 

on the enterprise network is denied connectivity as it attempts to 

access to the network.  

Network-wide Policy Enforcement 

As an authorized device attempts to access the enterprise network, 

Insightix NAC immediately isolates the device using Insightix’s 

patent-pending Quarantine Silo technology by shielding it from other 

network devices while Insightix NAC performs posture validation 

checks.  

Using a rule-based policy engine, IT professionals can easily define 

the posture validation checks that are performed by Insightix NAC. 

Examples of these checks include checks of Windows-based 

operating systems to verifying the service pack level, presence of 

certain operating system patches, open network services and 

installation and activation of anti-virus software. 

Insightix’s Quarantine Silo technology ensures that network access is 

not granted to an authorized device until it successfully passes the 

network access control posture validation checks.  

Continuous Network Monitoring  
Insightix NAC constantly monitors the state of the network and 

identifies in real-time any changes made to the profile of devices that 

are authorized to operate on the network. When a profile change is 

detected, Insightix NAC immediately denies network access from the 

device.  

Insightix NAC ensures that the properties of an authorized device, 

such as the MAC address, are not abused in order to prevent an 

unauthorized device masquerading as an authorized device. 

 

“By integrating proven asset 

discovery technology with real-

time network access control, 

Insightix NAC offers an 

appealing solution for 

companies looking to implement 

NAC without exceed budget or 

implementation expectations.” 

Rob Ayoub 
Network Security Analyst 

Frost & Sullivan 

"Insightix removes the 

complexities commonly 

associated with network access 

controls by simplifying the 

process to a natural extension 

of its already extensive network 

discovery capabilities." 

Dan Yachin 
Research Director 

IDC 

About Insightix 

Insightix develops stateful IT visibility 

and network access control solutions. 

Insightix's solutions are agentless, 

provide full network coverage and 

deliver an immediate return-on-

investment for network security, IT 

operations and regulation compliance. 

Insightix solutions are simple to use 

and overcome the technical limitations 

of existing solutions.  

Insightix customers include prominent 

companies in the banking, retail, media, 

transportation, manufacturing, 

education and additional industries. 

Insightix’s investors include SoftBank 

Capital, Blumberg Capital, Quest 

Software (NASDAQ:QSFT) and several 

technology veterans.  

Contact Us 
United States – +1.212.461.3620 

International –  +972.9.740.1667 

info@insightix.com 

www.insightix.com 
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