PRODUCT DATASHEET

iﬂSightI'X Insightix Visibility

Stateful IT Visibility

\

Insightix Visibility

Insightix Visibility delivers complete, accurate
and real-time network information, providing an
enterprise with stateful visibility of its entire IT
infrastructure.

Insightix Visibility Features An enterprise network is a complex and a dynamic environment that
hosts a variety of devices, such as workstations, servers, printers,
wireless access points, VolP phones, switches, routers and more.
Despite this, few enterprises maintain an up-to-date inventory and
documentation of the devices on their networks. The reality is that
devices are constantly added to the network without the knowledge
of the enterprise’s IT staff.

> Complete IT Asset Discovery —
delivers a comprehensive inventory
of every device on the network,
including firewalled, unmanaged
and virtual devices, and provides
location information and a full list

of associated properties. Insightix Visibility — Stateful IT Visibility
> Accurate Network Topology

Map — maps the entire physical
network topology, including all
devices, such as workstations,
servers, printers, wireless access
points, VolP phones, switches,
routers and more

A full understanding of the devices operating on the network is an
absolute must for managing and securing the network. Logically, it is
impossible to manage or secure an entire network with only partial
network knowledge. Simply, how can you manage or secure a
network against devices that you don’t know where they are or even
exist?

Insightix Visibility obtains a complete inventory of all network
devices, including firewalled, unmanaged and virtual devices, and
provides location information and a full list of associated properties.
Insightix Visibility also generates an accurate physical network
topology map of the entire IT infrastructure.

> Real-Time Change Detection -
continuously monitors the network
for any changes made to the
network and/or any of the devices

on the network.
The contextual information obtained by Insightix Visibility allows IT

Insightix Visibility Benefits professionals to easily baseline their networks and successfully plan

> Cost Savings — provides on- a range of critical IT initiatives, ensuring they are accurately
demand access to network deployed across their entire IT infrastructures.
information for IT professionals to > Network Access Control — Insightix Visibility automates the
complete routine IT tasks that identification and location of all devices residing on the network in
were previously time consuming preparations for the deployment of a NAC system. By profiling all
and relied on manual input. devices connected to the network, Insightix Visibility identifies

> Agentless — obtains critical devices that are not compatible with 802.1x and related
network information without the standards, unmanageable, not part of the Windows Domain or
deployment of software agents. unknown to the enterprise. By identifying these devices in real-

time, Insightix Visibility simplifies and accelerates the deployment
of a NAC system.

> Rapid Deployment — is installed
and generates results in a matter
of hours.
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"Insightix (Visibility) can aid
enterprise IT initiatives ranging
from capacity planning to
regulatory compliance, helping
to mitigate risks and increase
business value for almost every
type of IT investment."

Michael Dortch
Director of IT Infrastructure Strategies
Robert Frances Group

"The software discovered all
sorts of devices we didn’t have
documented on our
infrastructure map...Insightix
(Visibility) will likely be as
beneficial to network and
system operations as it is to the
security department.”

> Patch Management — Insightix Visibility identifies devices
operating on the network that are not patched by the enterprise’s
patch management solution. This allows IT staff to quickly identify
and control unpatched devices. Insightix Visibility facilitates that
all devices are compliant with the enterprise patch policy, lowering
the overall exposure to viruses, Trojans and Malware.

> Intrusion Detection/Prevention — Insightix Visibility provides
the contextual information for intrusion detection/prevention Camercc_)n Stgrdevant
. o . Technical Director
systems to improve performance by giving an increased eWeek
understanding of the events and reducing the amount of false
negatives and false positives generated.
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> Regulation Compliance — Insightix Visibility maintains the - 1ghtix

complete inventory of IT assets connected to the network,
including historical usage information, helping enterprises satisfy a
range of government regulations, such as Sarbanes-Oxley.

Insightix develops stateful IT visibility
and network access control solutions.
Insightix’'s solutions are agentless,
provide full network coverage and

> Vulnerability Assessment — Insightix Visibility provides deliver an immediate return-on-
vulnerability assessment systems with a complete target list of investment for network security, IT
devices according to various parameters, such as OS and running operations and regulation compliance.
network services. This reduces the time required by these systems Insightix solutions are simple to use

and overcome the technical limitations

to collect vulnerability data. Insightix Visibility eliminates the need
of existing solutions.

for these systems to gather discovery-related information in a

lengthy and incomplete manner. Insightix customers include prominent

companies in the banking, retail, media,
Insightix Visibility offers additional value by significantly improving transportation, manufacturing,
the response times to IT helpdesk inquires, asset tracking, education and additional industries.
Insightix’s investors include SoftBank
Capital, Blumberg Capital, Quest

Stateful Network Detection Technology Software (NASDAQ:QSFT) and several
technology veterans.

performance issues, policy violations and security events.

Insightix Visibility is powered by Insightix’s Stateful Network
Detection technology. This patent-pending, agentless technology
generates and maintains a real-time “state” of all devices connected
to the network. Insightix’s Stateful Network Detection technology
enables Insightix Visibility to deliver complete IT visibility and full
network coverage in real-time.

Contact Us

United States — +1.212.461.3620
International — +972.9.740.1667
info@insightix.com
www.insightix.com



